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Abstract 1 Introduction

This papet describes SRM (Scalable Reliable Multicast), a Several researchers hav_e propose_d generic reliable multicast
reliable multicast framework for application level framing Protocols, much as TCP is a generic transport protocol for re-
and light-weight sessions. The algorithms of this framework liable unicast transmission. In this paper we take a different
are efficient, robust, and scale well to both very large net- VIEW: unlike the unicast case W_here requirements forrellz_ible,
works and very large sessions. The framework has beensquem_:ed data deh_very are fairly gene_ral, dlfferentmu_ltlc_ast
prototyped in wh, a distributed whiteboard application, and _apphcatlons have widely dlffer_ent_requwem_ents for rehgbll-
has been extensively tested on a global scale with sessiondy- For example, some applications require that delivery
ranging from a few to more than 1000 participants. The Obey a total ordering while many others do not. Some ap-
paper describes the principles that have guided our designpllcatlons have many or all the members sendln_g dfita while
including the IP multicast group delivery model, an end-to- Others have only one data source. Some applications have
end, receiver-based model of reliability, and the application replicated data, for example in arredundant file store, so
level framing protocol model. As with unicast communica- S€veralmembers are_cgpable oftransmlttlng adataitem Wh_lle
tions, the performance of a reliable multicast delivery algo- for others all data originates at a single source. These dif-
rithm depends on the underlying topology and operational ferences all affect the deS|gn of a reliable multicast proto-
environment. We investigate that dependence via analysisC0l- Although one could design a protocol for the worst-case
and simulation, and demonstrate an adaptive algorithm that€dquirements, e.g., guaranteeing totally ordered delivery of
uses the results of previous loss recovery events to adapt théeplicated data from a large number of sources, such an ap-
control parameters used for future loss recovery. With the Proach results in sgbstantlal overhead for apphcatlo_ns with
adaptive algorithm, our reliable multicast delivery algorithm More modest requirements. One cannot make a single re-

provides good performance over a wide range of underlying liable multicast delivery scheme that simultaneously meets
topologies. the functionality, scalability, and efficiency requirements of

all applications.

The weakness of “one size fits all” protocols has long
*Supported by the Director, Office of Energy Research, Scientific Com- PO€€Nn recognized. In 1990 Clarlf anq Tennenhous_e proposed a
puting Staff, of the U.S. Department of Energy under Contract No. DE- new protocol model called Application Level Framing (ALF)
AC?SJGSFOZQ%- e Ad iR - rojects A ~which explicitly includes an application’s semantics in the
upported in part by the Advanced Research Projects Agency, moni- : PN
tored by Fort Huachuca under contract DABT63-94-C-0073. deSIQn of thaT[ appl_lcatlon S protocol [CT90]. ALF V\.Ias later
1An earlier version of this paper appeared in ACM SIGCOMM 95, This ©€laborated with a light-weight rendezvous mechanism based

version corrects errors in the graphs of that earlier version. on the IP multicast distribution model, and with a notion




of receiver-based adaptation for unreliable, real-time appli- for adjusting the timer parameters and algorithms for local
cations such as audio and video conferencing. The result,recovery. Section 8 discusses both the application-specific
known as Light-Weight Sessions (LWS), has been very suc- aspects of wb’s reliable multicast algorithms as well as the
cessful in the design of wide-area, large-scale, conferencingaspects of the underlying approach that have general applica-
applications. This paper further evolves the principles of bility. Section 9 discusses related work on reliable multicast.
ALF and LWS to add a framework for scalable reliable mul- Section 10 discusses future work on the congestion control
ticast (SRM). algorithms. Finally, Section 11 presents conclusions.

ALF says that the best way to meet diverse application
requirements is to leave as much functionality and flexibility
as possible to the application. Therefore our algorithms are?2 The design of reliable multicast
designed to meet only the minimal definition of reliable mul-
ticast, i.e., eventual delivery of all the data to all the group 2 1  Reliable data delivery: adding the word
members, without enforcing any particular delivery order. “multicast”
We believe that if the need arises, machinery to enforce a

particular delivery order can be easily added on top of this The problem of reliable unicast data delivery is well under-
reliable delivery service. stood and a variety of well-tested solutions are available.
The design is also heavily based on the group delivery However, adding the word “multicast” to the problem state-
model that is the centerpiece of the IP multicast protocol ment significantly changes the solution set. For example, in
[D91]. In IP multicast, data sources simply send to the any reliable protocol some party must take responsibility for
group’s multicast address (a normal IP address chosen fromloss detection and recovery. Because of the “fate-sharing”
a reserved range of addresses) without needing any advancemplicit in unicast communication, i.e., the data transmis-
knowledge of the group membership. To receive any datasion fails if either of the two ends fails, either the sender or
sentto the group, receivers simply announce that they are in-receiver can take on this role. In TCP, the sender times trans-
terested (via a “join” message multicast on the local subnet) missions and keeps retransmitting until an acknowledgment
— no knowledge of the group membership or active sendersis received. NETBLT [CLZ87] uses the opposite model and
is required. Each receiver joins and leaves the group indi- makes the receiver responsible for all loss detection and re-
vidually, without affecting the data transmission to any other covery. Both approaches have been shown to work well for
member. Our multicast delivery framework further enhances unicast.
the multicast group concept by maximizing information and ~ However, if a TCP-style, sender-based approach is applied
data sharing among all the members, and strengthens the into multicast distribution, a number of problems occur. First,
dividuality of membership by making each member respon- because data packets trigger acknowledgments (positive or
sible for its own correct reception of all the data. negative) from all the receivers, the sender is subject to the
Finally, our design attempts to follow the core design prin- well-known ACK implosion effect. Also, if the sender is
ciples of TCP/IP. First, we require only the basic IP delivery responsible for reliable delivery, it must continuously track
model — best-effort with possible duplication and reorder- the changing set of active receivers and the reception state
ing of packets — and build the reliability on an end-to-end of each. Since the IP multicast model deliberately imposes a
basis. No change or special support is required from the un-level of indirection between senders and receivers (i.e., datais
derlying IP network. Second, in a fashion similar to TCP sent to the multicast group, not to the set of receivers), the re-
adaptively setting timers or congestion control windows, our ceiver set may be expensive or impossible to obtain. Finally,
algorithms dynamically adjust their control parameters basedthe algorithms that are used to adapt to changing network
on the observed performance within a session. This allows conditions tend to lose their meaning in the case of multicast.
applications using this model to adapt to a wide range of E.g., how should the round-trip time estimate for a retransmit
group sizes, topologies and link bandwidths while maintain- timer be computed when there may be several orders of mag-
ing robust and high performance. nitude difference in propagation time to different receivers?
The paper proceeds as follows: Section 2 discusses genWhat is a congestion window if the delay-bandwidth product
eralissues for reliable multicast delivery. Section 3 describesto different receivers varies by orders of magnitude? What
in detail the reliable multicast algorithm embedded in the self-clocking information exists inthe ACK stream(s) ifsome
wb implementation. Section 4 discusses the performancereceivers share one bottleneck link and some another?
of the algorithm in simple topologies such as chains, stars, These problems illustrate that single-point, sender-based
and bounded-degree trees, and Section 5 presents simulationontrol does not adapt or scale well for multicast delivery.
results from more complex topologies. Section 6 examines Since members of a multicast group have different commu-
the behavior of the loss recovery algorithms as a function of nication paths and may come and go at any time, the “fate-
the timer parameters. Section 7 discusses extensions to thehared” coupling of sender and receiver in unicast transmis-
basic scheme embedded in wb, such as adaptive algorithmsions does not generalize to multicast. Thus it is clear that



receiver-based reliability is a far better building block for multicast greatly limits the viable protocol design choices. In
reliable multicast [PTK94]. addition, experience with the Internet has shown that success-
Another unicast convention that migrates poorly to mul- ful protocols must accommodate many orders of magnitude
ticast has to do with the vocabulary used by the sender andvariation in every possible dimension. While several algo-
receiver(s) to describe the progress of their communication. rithms meet the constraints of Section 2.1, very few of them
A receiver can request a retransmission either in applicationcontinue to work if the delay, bandwidth and user population
data units (“sector 5 of file sigcomm-slides.ps”) or in terms are all varied by factors of 1000 or more.
of the shared communication state (“sequence numbers 2560 In the end we believe the ALF model results in a skeleton
to 3071 of this conversation”). Both models have been usedor template which is then filled in with application specific
successfully (e.g., NFS uses the former and TCP the latter)details. Portions of that skeleton are completely determined
but, because the use of communication state for naming databy network dynamics and scaling considerations and apply
allows the protocol to be entirely independent of any applica- to any application. So, for example, the scalable request and
tion’s namespace, it is by far the most popular approach for repair algorithms described in Sections 3 through 7 are com-
unicast applications. However, since multicast transmission pletely generic and apply to a wide variety of reliable mul-
tends to have much weaker and more diverse state synchroticast applications. Each different application supplies this
nization than does unicast, using shared communication stateeliability framework with a namespace to talk about what
to name data does not work well in the multicast case. data has been sent and received; a policy and machinery to
For example, if a receiver joins a conversation late and determine how bandwidth should be apportioned between a
receives sequence numbers 2560 to 3071, it has no idea oparticipantin the group, the group as a whole, and other users
what's been missed (since the sender’s starting number isof the net; and a local send policy that a participant uses to
arbitrary) and so can neither do anything useful with the arbitrate the differentdemands on its bandwidth (e.g., locally
data nor make an intelligent request for retransmission. If originated data, repair requests and responses, etc.). Itis the
receivers hear from a sender again after a lengthy networkintent of this paper to describe the skeleton common to scal-
partition, they have no way of knowing whether “2560” is a able, reliable multicast applications. However, to make the
retransmission of data they received before the partition or isideas concrete, we first describe a complete, widely used ap-
completely new (due to sequence number wrapping during plication — wb, the LBNL network whiteboard — that has
the partition). Thus the “naming in application data units been implemented according to this model. After mention-
(ADUs)” model works far better for multicast. ing some details of its operation that are direct implications
Use of this model also has two beneficial side effects. As of the design considerations in Section 2.1, we then factor
[CT90] points out, a separate protocol namespace can im-out the wb specifics to expose the generic, scalable, reliable
pose delays and inefficiencies on an application, e.g., TCPmulticast skeleton underneath. The remaining sections of
will only deliver data in sequence even though a file trans- this paper are an exploration of that skeleton.
fer application might be perfectly happy to receive sectors in
any order. The ADU model eliminates this delay and puts
the application back in control. Also, since ADU names can

be made independent of the sending host, itis possible to us§yp is a network conferencing tool designed and imple-
the anonymity of IP multicast to exploit the redundancy of mented by McCanne and Jacobson [J92, J94a, M92] that
multiple receivers. E.g., if some receiver asks for a retrans- provides a distributed whiteboard. The whiteboard separates
mit of “sigcomm-slides.ps sector 5", any member who has a the drawing into pages, where a new page can correspond to
copy of the data, not just the original sender, can carry out 3 new viewgraph in a talk or the clearing of the screen by a

2.3 The wb framework

the retransmission. member of ameeting. Any member can create a page and any
member can draw on any pag§gEach member is identified
2.2 Reliable multicast requirements by a globally unique identifier, the Source-ID, and each page

is identified by the Source-ID of the initiator of the page and
While the ALF model says that applications should be ac- a page number locally unique to that initiator. Each mem-
tively involved in their communications and that communi- ber drawing on the whiteboard produces a stream of drawing
cation should be done in terms of ADUs rather than some

eneric protocol namespace, we do not claim that every ap- X
9 P P ryap used if necessary to control who can create or draw on pages. These can be

pI'Cat'On,S protocol must be completely d'f_ferem from EVeIY combined with normal Internet privacy mechanisms (e.g., symmetric-key
other’s or that there can be no shared design or code. A greakncryption of all the wb data) to limit participation to a particular group

deal of design commonality is imposed simply because dif- and/or with normal authentication mechanisms (e.g., participants signing

ferent applications are attempting to solve the same problem'their drawing operations via public-key encryption of a cryptographic hash
‘over the data). The privacy, authentication and control mechanisms are

scalable, relif_':‘blev multipoint Comr_nunica_tion over th_e Inter-  completely orthogonal to the reliability machinery that is the subject of this
net. As Section 2.1 pointed out, just going from unicast to paper and will not be described here. For further details see [MJ95, J94].

2There are floor control mechanisms, largely external to wb, that can be



operations, or “drawops”, that are timestamped and assigneddropped, each member sends low-rate, periodic, session mes-
sequence numbers, relative to the sender. Most drawing op-sages that announce the highest sequence number received
erations are idempotent and are rendered immediately uporfrom every member that has written on the page currently
receipt. Each member’s graphics stream is independent frombeing displayed. In addition to the reception state, the ses-

that of other sites. sion messages contain timestamps that are used to estimate
The following assumptions are made in wh's reliable mul- the distance (in time) from each member to every other (de-
ticast design: scribed in Section 3.1).
When receiver(s) detect missing data, they wait for a ran-

e All data has a unique, persistent name. dom time determined by their distance from the original
This global name consists of the end host’s Source-ID source of the data, then send a repair request (the timer cal-
and a locally-unique sequence number. culations are described in detail in Section 3.2). As with the

original data, repair requests and retransmissions are always

e The name always refers to the same data. multicast to the whole group. Thus, although a number of

It is impossible to achieve consistency among different hosts may all miss the same packet, a host close to the point

receivers in the face of late arrivals and network parti- of failure is likely to timeout first and multicast the request.
tionsif, say, drawop “floyd:5 initially means a blue line Other hosts that are also missing the data hear that request

and later turns into a red circle. This does not mean that and suppress their own request. (This prevents a request im-

the drawing can't change, only that drawops must effect plosion.) Any host that has a copy of the requested data can
the change. E.g., to change a blue line to a red circle, a@NSWer a request. It will set a repair timer to a random value

“delete” drawop for “floyd:5” is sent, then a drawop for depending on its distance from the sender of the request mes-
the circle is sent ' sage and multicast the repair when the timer goes off. Other

hosts that had the data and scheduled repairs will cancel their

e Source-ID’s are persistent. repair timers when they hear the multicast from the first host.
(This prevents a response implosion). In a topology with
diverse transmission delays, a lost packet is likely to trigger
only a single request from a host just downstream of the point
of failure and a single repair from a host just upstream of the
point of failure. Section 5 exploresin more detail the number
of requests and repairs in different topologies.

A user will often quit a session and later re-join, obtain-
ing the session’s history from the network. By ensuring
that Source-ID’s are persistent across invocations of the
application, the user maintains ownership of any data
created before quitting.

o |P multicast datagram delivery is available.

o All participants join the same multicast group; there is 3.1 Session messages

no distinction between senders and receivers. As mentioned above, each member sends periodic session

. . messages that report the sequence number state for active
Wb has no requirement for ordered delivery because mostgq, rces. Receivers use these session messages to determine

operations are idempotent. Operations that are not strictly e ¢rrent participants of the session and to detect losses.

idempotent, such as a “delete” that references an earlier dra—p,o average bandwidth consumed by session messages is
wop, can be patched after the fact, when the missing datajimjted to a small fraction (e.g., 5%) of the session data band-

arrives. A receiver uses the timestamps on the drawing op-yigth ysing the algorithm developed for vat and described in
erations to determine the rendering order. This coarse Syn'[SCFJ94].

chronization mechanism captures the temporal causality of

. ) ; S In a large, long-lived session, the state would become un-
drawing operations at a level appropriate for the application

: ) ' manageable if each receiver had to report the sequence num-
W'th(_)Ut the added complexity ar_1d delay of protocols that bers of everyone who had ever written to the whiteboard. The
provide guaranteed causal ordering. “pages” mentioned above are used to partition the state and
prevent this explosion. Each member only reports the state
v ‘g . of the page it is currently viewing. If a receiver joins late, it
3 Wb's instantiation of the reliable may issugpage requestw learn the existence of pages and
multicast algorithm the sequence number state in each page. We omit the details
of the page state recovery protocol as it is almost identical to
Whenever new data is generated by wb, it is multicast to the the repair request / response protocol for data.
group. Each member of the group is individually responsi-  In addition to state exchange, receivers use the session
ble for detecting loss and requesting retransmission. Lossmessages to estimate the one-way distance between nodes.
is normally detected by finding a gap in the sequence space All whiteboard packets, including session packets, include a
However, since it is possible that the last drawop of a set is Source-ID and a timestamp. The session packet timestamps



are used to estimate the host-to-host distances needed by theeconds, wheré, g is host B’s estimate of the one-way

repair algorithm.

The timestamps are used in a highly simplified version
of the NTP time synchronization algorithm [M84]. Assume
that host4 sends a session packet at timet¢; and host
B receivesP; at timet,. At some later time¢s, hostB
generates a session packet marked with(¢,, A) where
A=tz — t, (timetq is included inP, to make the algorithm
robust to lost session packets). Upon receivifzgat time
t4, hostA can estimate the latency from hdstto hostA as
(t4 —11— A) /2. Note that while this estimate does assume

delay to host A, and); and D, are parameters of the repair
algorithm. If host B receives a repair for the missing data
before its repair timer expires, then host B cancels its repair
timer. Otherwise, when host B’s repair timer expires host B
multicasts the repair. Because host B is not responsible for
host A's reliable data reception, it does not verify whether
host A actually receives the repair.

Due to the probabilistic nature of these algorithms, it is not
unusual for a dropped packet to be followed by more than one
request. Thus, a host could receive a duplicate requestimme-

thatthe paths are symmetric, it does not assume synchronizedliately after sending a repair, or immediately after receiving

clocks.

3.2 Lossrecovery

The loss recovery algorithm provides the foundation for re-
liable delivery. In this section we describe the loss recovery
algorithm originally designed for wb; Section 7.1 describes
a modified version of this algorithm with an adaptive adjust-
ment of the timer parameters.

a repair in response to its own earlier request. In order to
prevent duplicate requests from triggering a responding set
of duplicate repairs, host B ignores requests for data D for
3ds,p seconds after sending or receiving a repair for that
data, where host S is either the original source of data D or
the source of the first request.
Because data represents idempotent operations, loss re-

covery can proceed independently from the transmission of
new data. Similarly, recovery for losses from two differ-

When host A detects a loss, it schedules a repair requesent sources can also proceed independently. Since transmis-

for a random time in the future. The request timer is chosen
from the uniform distribution oiC1dg 4, (C1 + C2) dg 4]

sion bandwidth is often limited, a single transmission rate
is allocated to control the throughput across all these differ-

seconds, wherés 4 is host A's estimate of the one-way delay ent modes of operation, while the application determines the
tothe original source S of the missing data, ahéndC, are order of packet transmission according to their relative im-

parameters of the request algorithm. When the request timemportance. In wb, the highest priority packets are repairs for
expires, host A multicasts a request for the missing data, andthe current page, middle priority are new data, and lowest

doubles the request timer to wait for the repair.
If host A receives a request for the missing data before its

own request timer for that data expires, then host A does a

(random) exponential backoff, and resets its request timer.
Thatis, if the current timer had been chosen from the uniform
distribution on

Zi [Cldgg’A, (C]_ + CZ) dS,A] 9

then the backed-off timer is randomly chosen from the uni-
form distribution on

2T Chds,a, (C1 + C2) ds,al

When host B receives a request from A that host B is
capable of answering, host B sets a repair timer to a value
from the uniform distribution on

LD1dy,p, (D1 + D7) dy Bl

3In the simulations described in later sections, we don’t backoff the
request timer for every duplicate request that is received. For example, if a

member receives several duplicate requests immediately after receiving the

initial request, then that member only backs off its request timer once, not
severaltimes. After the initial timer backoff, we only backoff the timer again
ifarequestis received close to the time when the timer is set to expire. More
precisely, when we backoff the request timer, then we sejraore-backoff
variable to a time halfway between the current time and the expiration time,
and we ignore additional duplicate requests ugtibre-backoffime.

priority are repairs for previous pages.

3.3 Bandwidth limitations

The congestion control mechanism for whiteboard sessions
is based on a (fixed, in current implementations) maximum
bandwidth allocation for each session. Eachwb session has a
sender bandwidth limit advertised as part of the sd announce-
ment. A typical value is 64 Kbps; in this case a wb session
costs no more (and typically considerably less) than the ac-
companying audio session. Individual members use a token
bucket rate limiter to enforce this peak rate on transmissions.
This peak rate is mostly relevant when a source distributes a
postscript file for a new page of the whiteboard, or when alate
arrival requests the past history of the whiteboard session.

3.4 Recovery from partitioning

The whiteboard does not require special mechanisms for the
detection or recovery from network partitioning. Because
wb relies on the underlying concept of an IP multicast group,
where members can arrive and depart independently, wb does
not distinguish a partitioning from a normal departure of
members from the wb session.

During a partition of a session, users can simply continue
using the whiteboard in the connected components of the



partitions. Because pages are identified by the Source-ID LG+ L L2 L1 Rl R2 Rk

of the initiator of the page, along with the page number for .. @_@, —O—O>O—0O— ... O

that initiator, members can continue creating new pages dur-

ing the partition (e.g., “Floyd:3” in one half of the partition,
and “Zhang:5” in the other). After recovery each page will Q » source of dropped packet
still have a unique page ID and the repair mechanism will X : failed edge

distribute any new state throughout the entire group.

Almost all of the design described in this section is present
in version 1.59 of wb; some omissions are pending imple-
mentation. These omissions include the measurements of In Figure 1 the nodes in the chain are labeled as either to

one-way delays and the rate-limiting mechanisms. the right or to the left of the congested link. Assume that
sourceL; multicasts a packet that is subsequently dropped

. . . onlink (L1, R1), and that the second packet sent from source
4 Request/repalr algorlthms for Slmple L; is not dropped. We call the edge that dropped the packet,

topologies whether due to congestion or to other problemsctmgested

link. Assume that the right-hand nodes each detect the failure

Building on our initial design experiences in wb, we turn to When they receive the second packet from

amore general investigation of the loss recovery algorithms. Assume that node; first detects the loss at time and

The algorithms described in the remainder of the paper havethat each link has distance 1. Then nalie multicasts a

been implemented only within our simulation framework. ~ request at time + j. Node L, receives the request at time
Given that multiple hosts may detect the same losses, and + j + 1 and multicasts a repair at time- j + 2. NodeR;,

multiple hosts may attempt to handle the same repair re-receives the repair attinte+ k + j + 2.

quest, the goal of the request/repair timer algorithms is to  Note that all nodes to the right of node, receive the

de-synchronize host actions to keep the number of duplicategequest fromiz; before their own request timers expire. We

low. Among hosts that have diverse delays to other hosts incall this deterministic suppressionThe reader can verify

the same group, this difference in delay can be used to dif- that, due to deterministic suppression, there will be only one

ferentiate hosts; for hosts that have similar delays to reachrequest and one repair.

others, we can only rely on randomization to de-synchronize Had the loss repair been done by unicast, i.e. nBge

their actions. sent a unicast request to the souigeas soon as it detected
This section discusses a few simple, yet representative,the failure andZ; sent a unicast repair tff;, as soon as it

topologies, namely chain, star, and tree topologies, to providereceived the request, nodg, would not receive the repair

a foundation for understanding the loss recovery algorithms until time ¢ + 2; + 3k. Thus, with a chain and with a sim-

in more complex environments. For a chain the essential ple deterministic loss recovery algorithm, the furthest node

feature of a loss recovery algorithm is that the timer value receives the repair sooner than it would if it had to rely on its

be a function of distance. For a star topology the essentialown unicast communication with the original source. While

feature of the loss recovery algorithm is the randomization the original source and the intended recipient of the dropped

used to reduce implosion. Request/repair algorithms in apacket could be arbitrarily far from the congested link, in

tree combine both the randomization and the setting of the the multicast repair algorithm both the request and the repair

timer as a function of distance. This section shows that the come from the node immediately adjacent to the congested

performance of the loss recovery algorithms depends on thelink.

underlying network topology.

Figure 1: A chain topology.

4.2 Stars

4.1 Chains For the star topology in Figure 2 we assume that all links
Figure 1 shows a chain topology where all nodes in the chainare identical and that the center node is not a member of the
are members of the multicast session. Each node in the undermulticast group. For a star topology, setting the request timer
lying multicast tree has degree at most two. The chain is anas a function of the distance from the source is notan essential
extreme topology where a simple deterministic loss recovery feature, as all nodes detect a loss at exactly the same time.
algorithm suffices; in this section we assume thatD1=1, Instead, the essential feature of the loss recovery algorithm
and thatC,, D,=0. in a star is the randomization used to reduce implosion; we
Forthe chain, as in most of the other scenarios in this paper,call this probabilistic suppressian

link distance and delay are both normalized. We assume that Forthe startopology in Figure 2 assume that the first packet
packets take one unit of time to travel each link, i.e. all links from node/V; is dropped on the adjacent link. There &fe
have distance of 1. members of the multicast session, and the other members



N1 as alevel-Onode, and we call a bad noddewel-i node if it
is at distancé from node A.

Assume that the source of the dropped packet is at distance
j from node A. Node A's request timer expires at time

N3 Ng

t+ Cpj + U[Co] 5,

N4 O NG O - source of dropped packet wherelU [C,] denotes a uniform random variable between 0
andC5,. Assuming that node A's request is not suppressed, a

N5 X : failed edge : : : .
9 level< node receives node A's request at time

Figure 2: A star topology.
t+1i+ Cyj+U[CA] 5.

detect the loss at exactly the same time. For the discussionNode B receives node A's repair request at time
of this topology we assume that, D,1=0; because all nodes t4 1+ O+ UL LG
detect losses and receive requests at the same diend
D are not needed to amplify differences in delay. The only A bad leveli node detects the loss at time i, and such
benefit in setting”; greater than O is to avoid unnecessary a node’s request timer expires at some time
requests from out-of-order packets.

If Cyis at most 1, then there will always lB&— 1 requests.

IncreasingC> reduces the expected number of requests but Ngie that regardless of the valueslafflC,1 andU>[C51, a
increases the expected time until the first request is sent.,gyel4 node receives node A's request by timei + Cyj +

For C3 > 1, the expected number of requests is roughly ¢ ; and a levelnode’s request timer expires no sooner than
1+(G = 2) /C», and the expected delay until the firsttimer ;" 4 ¢ (; + ). If

expires is Z',/G seconds (where one unit of time is one

second}. For example, i’; is set toy/G, then the expected t+i+Cj+Cof <t+i+Ci(i+j),
number of requests is roughlyG, and the expected delay
until the first timer expires is A/G seconds. The same re- ,
marks apply taD, with respect to repairs. aj <1,

t+i+Cr(i+ )+ Us[Co G+ j).

that is, if

then the level- node’s request timer will always be sup-
4.3 Bounded-degree trees pressed by the request from the level-0 node. Thus, the
smaller the ratia”,/C4, the fewer the number of levels that
could be involved in duplicate requests. This relation also
demonstrates why the number of duplicate requests or repairs
is smaller when the source (of the dropped packet, or of the

The loss recovery performance in a tree topology uses both
the deterministic suppression described for chain topologies
and the probabilistic suppression described for star topolo-
gies. Consider a network topology of a bounded-degree tree : X
with N nodes where interior nodes have degpeeA tree request) is close to the congested link.

topology combines aspects of both chains and stars. TheA Note”that t:\e pfa:gme_téh SEerves Itlwo(;jlﬁferefnt fungtlo';?.
timer value should be a function of distance, to enable re- 7\ SMaler value fofts gives a smaller delay for node b 1o

quests and repairs to suppress request and repair timers Jeceive the first request. At the same time, for nodes further

nodes further down in the tree. In addition, randomization is 2Wa& from the congested .“.nk’ a larger value @ con-
neededto reduce request/repairimplosion from nodes that arér_IbUteS to suppressing additional levels of request timers. A

at an equal distance from the source (of the dropped packet,Slmllar tradeoff occurs with the parameteg. A smaller

o of the first request) value forC; gives a smaller delay for node B to receive the
We assume that node S in the tree is the source of theﬁrst repair request. At the same time, for topologies such

dropped packet, and that link (B,A) drops a packet from as star topologies, a larger value s helps to prevent du-
source S. We c:":lll nodes on the ,source’s side of the Con_plicate requests from session members at the same distance

gested link (including node Byood nodes, and nodes on from the congested link. Similar remarks apply to the func-

the other side of the congested link (including nodebagl tions of D, andD; in the repair timer algorithm.
nodes. Node A detects the dropped packet at timden it

receives the next packet from node S. We designate node A5 Simulations of the request and repair

4 N . .
'T.heG -1 not_ies all dete_ct the_ failure at the same tlmg, aﬁd all set a|gor|thms

their timers to a uniform value in an interval of widtlv'2. If the first timer

expires at time, then the othel¥ — 2 receivers receive that first request . . .

attimet + 2. So the expected number of duplicate requests is equal to the FOI @ given underlying network, set of session members,

expected number of timers that expire in the interval fr 2]. session sources, and congested link, it should be feasible to




analyze the behavior of the repair and request algorithms, < O X + [
given fixed timer parameters;, C», D1, and D,. However,

we are interested in the repair and request algorithms acrossa O X + [
wide range of topologies and scenarios. We use simulations
to examine the performance of the loss recovery algorithms ~ ~ O X s ]

for individual packet drops in random and bounded-degree

trees. We do not claim to be presenting realistic topologies E”* U X+ I [
or typical patterns of packet loss.

The simulations in this section show that the loss recov- R N S B ' !
ery algorithms with fixed timer parameters perform well in
a random or bounded-degree tree when every node in the - X®]

underlying tree is a member of the multicast session. The
loss recovery algorithms perform somewhat less well for a °L | | |
sparse session, where the session size is small relative to the ° ° Time "
size of the underlying network and the members are scat-
tered throughout the net. This motivates the development on
the adaptive loss recovery algorithmin Section 7.1, where the
timer parameter§’, C, D1, andD, are adjusted in response
to past performance. ! receiving repairs

In these simulations the fixed timer parameters are set as - timer expiration
follows: €y, C»=2, andD1, D,=l0g,, G, whereG is the num- - :end ignoring requests
ber of members in the same multicast session. The choice of
log,, G for D1 and.D; is not critical, but gives slightly better
performance thaw1, D,=1 for large G.

Each simulation constructs either a random tree or a
bounded degree tree witki nodes as the network topology.

Next, G of the N’ nodes are randomly chosen to be session  Figure 4 shows a single request/repair exchange for the
members, and a source S is randomly chosen frontithe  network in Figure 3. This is one of a series of automated
session members. tests that we run after each change we make to our simula-
We assume that messages are multicast to members of theor, The underlying network shown in Figure 3 consists of a
multicast group along a shortest-path tree from the source ofrandomly-created tree of six nodes. A packet takes one unit
the message. In each simulation we randomly choose a linkgf time to traverse each link.
L on the shortest-path tree from source S todhmembers In Figure 4 ther-axis shows time. Thg-axis shows a row
of the multicast group. \We assume that the first packet from for each session member, indicating when timers are set and
source S is dropped by link L, and that receivers detect this repair and request packets sent and received by that member.
loss when they receive the subsequent packet from source Sthis simulation uses the fixed timer parametgysC,=2 and
D]_, D2=1.
5.1 [lllustrating the simulator For each member affected by the loss, we definddbe
recovery delayas the time from when the member first de-
In this section we show one of the tools that we use to verify tected the loss until the member first received a repair. The
that our simulator is implementing the loss recovery algo- graph shows this loss recovery delay as a multiple of RTT,
rithms correctly. This figure also serves as a concrete illus- the roundtrip time from the receiver to the original source of

[ 1 :timerinterval

: detecting loss

: sending requests
: receiving requests
: sending repairs

» +BXK O

Figure 4: A request/repair exchange from a single dropped
packet.

tration of the loss recovery algorithms in operation. the dropped packet. The simulator’s summary statistics cor-
rectly report that the delay/RTT for the last node to receive

(® the repair is 0.65. This is for node 1, which detects the loss
at time 4, receives the repair at time 9.2, and has a RTT of 8

O—®
to the source of the dropped packet.

(3 @ @ Note that with unicast communications the ratio of loss
recovery delay to RTT is at least one. For a unicast receiver

O - source of dropped packet that detects a packet loss by waiting for a retransmit timer

X : failed edge to time out, the typical ratio of delay to RTT is closer to
2. As the earlier discussion of chain topologies shows, with
Figure 3: A simulation network for the figure above. multicast loss recovery algorithms the ratio of delay to RTT

can sometimes be less than one, because the request and/or



repair could each come from a node close to the point of The top two graphs in Figure 5 show the number of re-
failure. guests and repairs to recover from a single loss. The bottom
Figure 4 can be read in two ways to verify the correctness graph shows the loss recovery delay of the last node in the
ofthe algorithms implemented inthe simulator. First, asingle multicast session to receive the repair.
row shows the history of a single member. We leave the Figure 5 shows that the repair/request algorithm works
verification of each row as an exercise for the reader. Secondwell for a tree topology where all nodes of the tree are mem-
for each multicast request or repair, the figure shows whenbers of the multicast session. There is usually only one re-
that message was received by each of the other nodes. guest and one repair. (Some lack of symmetry results from
the fact that the original source of the dropped packet might
be far from the point of failure, while the first request comes
5.2 Simulations on random trees from a node close to the point of failure.) The average recov-
) ) ] ) ery delay for the farthest node is less than 2 RTT, competitive
We first consider simulations on random labeled trees’of  \yith the average delay available from a unicast algorithm
nodes, constructed according to the labeling algorithm in g,cpy as TCP. The results are similar in simulations where the
[Pa85, p.99]. These trees have unbounded degree, but fogongested link is chosen adjacent to the source of the dropped

large V, the probability that a particular vertex in a random  hacyet and for simulations on a bounded-degree tree of size
labeled tree has degree at most four approaches (approxi-y - \where interior nodes have degree 4.
mately) 0.98 [Pa85, p.114]. Figure 5 shows simulations of

the loss recovery algorithm for this case, wheré\atiodes in ) )
the tree are members of the multicast session (thatdsy). 5.3 Simulations on large bounded-degree
For each graph the-axis shows the session si#& twenty trees

simulations were run for each value@f Each simulation is ) o
represented by a jittered dot, and the median from the twenty | "€ Performance of the loss recovery algorithms with fixed
timer parameters is less optimal when the underlying network

simulations is shown by a solid line. The two dotted lines . )
mark the upper and lower quartiles: thus, the results from IS @1arge bounded-degree tree. The underlying topology for
half of the simulations lie between the two dotted lines. the simulations in this section is a balanced bounded-degree

tree of N=1000 nodes, with interior nodes of degree four.
In these simulations the session sizas significantly less
thanN. For a session that is sparse relative to the underlying
network, the nodes close to the congested link might not be
members of the session.

As Figure 6 shows, the average number of repairs for each
loss is somewhat high. In simulations shown in [FJLMZ95]
where the congested link is always adjacent to the source, the
20 40 80 80 100 number of repairs is low but the average number of requests

Session Size is hlgh

[FILMZ95] shows the performance of the loss recovery
algorithm on a range of topologies. These include topolo-
gies where each of th& nodes in the underlying network is
a router with an adjacent Ethernet with 5 workstations, point-
to-point topologies where the edges have a range of propa-
gation delays, and topologies where the underlying network

‘ ‘ ‘ ‘ ‘ is more dense that a tree. None of these variations that we
20 40 60 80 100 . L e

Session Size have explored have significantly affected the performance of
the loss recovery algorithms with fixed timer parameters.
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6 Exploring the parameter space

3

Delay (in units of RTT)
2

As the previous section showed, a particular set of values

; . : for the timer parameterS,, C5, D4, and D, that performs

20 40 60 80 100 well in one scenario might not perform well in another sce-
Session Size nario. In this section we choose a few simple topologies,

Figure 5: Random trees with arandom congested link, whereand explore the behavior of the request/repair algorithms as

all nodes are members of the multicast session. a function of the request timer parameter, C is set to
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Figure 6: Bounded-degree tree, degree 4, 1000 nodes, withg _
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arandom congested link.
Simulation Results of Average Request Delay (in units of RTT)
Chain Topology
2. In the following section we discuss adaptive algorithms Figure 8: Tradeoff between delay and duplicates in a chain
where the timer parameters are adjusted as a function of thgopology.
past performance of the loss recovery algorithms.
For a star topology with sparse trees, there is a clear trade-,

. from the source, as in a star topology, thenihkaxis shows
off bet\/\_/een the _delay and the nL_meer of dup!lcates. In con- the expected smallest request delay from those members at
trast, with a chain topology, setting, to zero gives the op-

. . . X the minimum distance from the source. For a star topolo
timal behavior both in terms of delay and in the number of pology

: ._this is the request delay for that member whose request timer
duplicates. Although the performance for a dense tree is expires firstq y d

][norg co_mplex thdan e:cther a sta_r otr a cha]:nt; ?hs(;n?" Vallije From the heuristic analysis in Section 4.2, the expected
or &2 gives good performance in terms of both defdy an request delay (in units of the RTT of D is as follows:

duplicates.
Figure 7 shows the tradeoffs between delay and duplicates C1D + CyD/G
in a star topology of size 100. We define tlegjuest delay 2D

for a session member as the delay from when the request
timer is set until a request was either sent by that member or =C1/2+ C2/(2G)
received from another member. The top graph in Figure 7 where D is the distance in seconds from the source to a ses-
contains a dot for each integer value(éffrom 1 to 100, for sion member. From Section 4.2, the expected number of
the star topology described in Section 4.2. For each dot, therequests is estimated as-1G — 2) /C,. The “X” in Figure
z-coordinate is the expected request delay for that value of 7 shows the results fa¥,=0, and the “+” shows the results for
(5, and they-coordinate is the expected number of requests. C,=10. Thus the top graph of Figure 7 shows that increasing
More precisely, the:-coordinate is given by the expected ' in a star topology increases the expected request delay
request delay for the bad member closest to the source of theslightly while significantly decreasing the expected number
dropped packet, expressed as a multiple of the roundtrip timeof requests.
from that member to the source of the dropped packet. When The bottom graph in Figure 7 shows the results from sim-
there is not a unique bad member at the minimum distanceulations, which concur with the analytical results in the top

10



graph. For each integer value 6% from 0 to 100, twenty
simulations are run, and the request delay and total number
of requests is calculated for each simulation. Each simula-
tion is represented by a jittered dot, and the line shows the
average for each value 6%. Thus, the graph shows thatfor 3
C> setto 100, the average number of requests is 1.5 and the§ ©
average request delay, as a multiple of the RTT, is 1.42. The g/
minimum request delay of 1 comes from the fixed value of 2 g
for request parametet;.
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Simulation Results of Average Request Delay (in units of RTT)
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Figure 8 shows the results from the chain topology dis-
cussed in Section 1. For a chain, wifh set to zero there
will be exactly one request, with request deldy/ (2D).
IncreasingC, can increase both the expected request dela
and the expected number of duplicates. The four lines in
Figure 8 show the results for a chain topology with a failed
edge 1, 2, 5, or 10 hops, respectively, from the source of the ¢ -
dropped packet. The individual simulations are shown by a TN
dot only for the simulations with a failed edge one hop from . : -
the source. For each scenatig ranges from 0 to 10 in in- Simulation Results of Average Request Delay (in units of RTT)
crements of 1, and then from 10 to 100 in increments of 10. (Tree Topology, Degree 4, Session Membership Density 0.5),
While increasing”, can increase the number of duplicates,
the magnitude of the increase is quite small.
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Figures 9 and 10 show the results for a range of tree topolo-
gies. Each line shows the results for a particular fixed sce-
nario, asC> varies from 0 to 100. In all of the scenarios
the session size is at least 100. We definedémesityof a o —— e .
tree as the fraction of nodes that are members of the mul- z 4 s G 10
ticast session. In each graph, the lines represent scenarios ?'TT;‘e'a?é’Songsy“,“Se‘i;’ééef‘%;i?fn“Esén?ﬁéii.fi'; ;2;;?; 52?
that differ only in the number of hops between the source
and the failed edge. The four lines represent scenarios with
failed edges that are one, two, three, or four hops, respec-
tively, from the source of the dropped packet. For all of the
topologies, the failed edge closest to the source gives the line
with the worst-case number of duplicate requests. For this
line, the individual simulations are each shown by a jittered
dot. Note that the graphs do not necessarily show all of the
dots.
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Simulation Results of Average Request Delay (in units of RTT)

(Tree Topology, Degree 4, Session Membership Density 0.1),

As an examp|e, the top graph in Figure 9 shows the resu'tsFigUre 9: Tradeoff between delay and duplicates in dense
for trees of density 1. For each of the lines the average tree topologies.
number of duplicates is minimized f6f,=0, and maximized
for an intermediate value af,. In particular, for a failed 7 Extending the basic approach
edge adjacent to the source of the failed padkeset to 40

gives an average number of duplicates of 4.1. However, the7 .1 Adaptive adjustment of random timer al-

only simulations in this section tha_t give unacceptably large gorithms
numbers of requests are those with small values’toon
stars or on trees with sparse sessions. The close connection of the loss recovery performance with

the underlying topology of the network suggests that the
11



to reduce’; if the duplicate requests that they have received
came from members significantly further from the source of
the failed packet. This mechanism for requests requires that
requests include the requestor’s estimated distance from the
original source of the requested packet. The correspond-
ing mechanism for replies requires that replies include the
replier’s estimated distance from the source of the request.
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Simulation Results of Average Request Delay (in units of RTT) After Sendlng a requeSt-
(Tree Topology, Degree 4, Session Membership Density 0.02), decrease start Of req timer interval
Figure 10: Tradeoff between delay and duplicates in a sparseBefore each new request timer is set:
tree topology. if requests sent in prev. rounds, and any
dup. requests were from further away:
) ) _ decrease request timer interval
timer parameter§’y, C5, D1, andD; be adjusted in response else if ave. dup. requests high:
to the past behavior of the loss recovery algorithms. In this increase request timer interval

section we describe an adaptive algorithm that adjusts the  g|se if ave. dup. requests low
timer parameters as a function of both the delay and of the  and ave. req. delay too high:
number of duplicate requests and repairs in recent loss re- decrease request timer interval
covery exchanges.

For sparse sessions, which we expect to be the most com+igure 11: Dynamic adjustment algorithm for request timer
mon, there is a tradeoff between the delay and the number ofinterval.
duplicates; increasing@, decreases the expected number of
duplicate requests but increases the expected request delay. ) _ . )
However, the exact nature of the duplicate/delay curve de- Figure 11 gives the outline of a duplicates-based dynamic
pends on the topology and on the (possibly changing) failure adjustment algorlthm_ for adjus_tmg the r_equest tm_wer param-
scenario and session membership. Thus, for a sparse sessidff€rs- A corresponding algorithm applies for adjusting the
the approach is to adjut dynamically, as a function of the reply timer parameters. This adaptive algorithm combines a

past history of the request algorithms, to achieve the desiregdeneral adaption performed by all members when they seta
tradeoff between duplicates and delay. request timer with more specific adaptions performed only

The previous section shows that for dense trees where the?Y Members who have recently sent requests. For the gen-
failed edge is close to the source, increasiagqually for all eral a_daptlon, if the average num_ber o_f duplicate requests is
session members can increase both the delay and the numbdf© high, then the adaptive algorithm increases the request

of duplicate requests. In this case, one strategy to minimizeimer interval. Alternately, if the average number of dupli-
the number of duplicate requests is to rely on deterministic Cates IS okay but the average delay in sending a requestis too

suppression, with members closest to the point of failure high, then the adaptive algorithm decreases the request timer

sending requests first. This deterministic suppression canl

interval. In this fashion the algorithm can adapt the timer
be created in a dense tree if the request parametesd parameters not only to fit the fixed underlying topology, but
(5 are reasonably small for at least one member close to the

also to fit a changing session membership and pattern of con-
point of failure.

gestion.

One mechanism for encouraging deterministic suppres- First we describe how a session member measures the av-
sion in a dense tree is for members to redageafter they erage delay and number of duplicate requests in previous loss
send a request. Members who frequently send requests areecovery rounds in which that member has been a participant.
likely to also be members who are close to the point of fail- A request perioegins when a member first detects a loss
ure, and in a dense tree, reduciag for those members and sets a request timer, and ends only when that member
aids the deterministic suppression. In a star topology with- begins a new request period. The variablgareq keeps
out deterministic suppression it does no harm to redtice  count of the number of duplicate requests received during
for members who frequently send requests. Redu€inm one request period; these could be duplicates of the most re-
this fashion can actually help to break symmetry in a star, cent request or of some previous request, but do not include
encouraging certain members to continue sending requestsequests for data for which that member never set a request
early. timer. Atthe end of each request period, the member updates

A second mechanism for encouraging deterministic sup- ave dup.req, the average number of duplicate requests per re-
pressionin adense treeis for members who have sentrequestguest period, before resettinlyp_reqto zero. The average

12



is computed as an exponential-weighted moving average, ) _ o
After a request timer expires or is first

ave_dup_req — (1 — «) ave_dup_req + o dup_req, reset:

. . . _ . update avereqdelay
with «=1/4 in our simulations. Thusve dupreqgives the After sending a request:

average number of duplicate requests for those request events Cy— =01
for which that member has actually set a request timer. Before each new request timer is set:

When a request timer either expires or is reset for the first update avedupreq

time, indicating that either this member or some other mem- if closestrequestoron past requests:
ber has sent a request for that data, the member computes Cy —=0.1

req_delay, the delay from the time the request timer was else if ( avedupreq > AveDups)):
first set (following the detection of a loss) until a request was Cy +=0.1 -

sent (as indicated by the time that the request timer either Cy +=05

expired or was reset). The variablay_delay expresses this

) 1= else if (  avedupreq < AveDups —e):
delay as a multiple of the roundtrip time to the source of

if ( averegdelay > AveDelay):

the missing data. The member computes the average request Cy —=0.1
delay,ave req-delay. o _ if ( avedupreq < 1/4):
Ina similar fashion, aepair periodbegins when a member ¢y — =0.05

receives a request and sets a repair timer, and ends whena ;|50 Cy +=0.05
new repair period begins. In computidgp.rep, the number
of duplicate repairs, the member considers only those repairsrigure 12: Dynamic adjustment algorithm for request timer
for which that member at some point set a repair timer. At parameters. In our simulatiors0.1
the end of a repair period the member updatesdup.rep,
the average number of duplicate repairs.
When a repair timer either expires or is cleared, indicating Initial values:
that this member or some other member sent a repair for ;=2
that data, the member computed_delay, the delay from D1=log10G
the time the repair timer was set (following the receipt of a CHr=2
request) until a repair was sent (as indicated by the time that ~ D,=l0¢,0G
the repair timer either expired or was cleared). As above, theFixed parameters:

variablerep_delay expresses this delay as a multiple of the MinC1=0.5;, MazCy=2
roundtrip time to the source of the missing data. The member MinCy=1, MaxCy=G
computes the average repair delase_rep_delay. MinD,=0.5;, MaxD1=log10G
Figure 12 gives the adaptive adjustment algorithm used in MinDy=1, MazD,=G
our simulator to adjust the request timer parametgrand AveDups=1
C>. The adaptive algorithm is based on comparing the mea- AveDelay=1
surementave dupreqgandavereq.delaywith AveDups and
AveDelay, the target bounds for the average number of du- Figure 13: Parameters for adaptive algorithms

plicates and the average delay. Anidentical adjustment algo-

rithmis used to adapt the repair timer paramei2ysind D5,

based on the measuremeat® dup_rep andaverep.delay. oscillations.

Figure 13 gives the initial values used in our simulations for  In our simulations we use a multiplicative factor of 3 rather
the timer parameters. All four timer parameters are con- than 2 for the request timer backoff described in Section 3.2.

strained to stay within the minimum and maximum values in With a multiplicative factor of 2, and with an adaptive algo-

Figure 13. rithm with small minimum values fo€', a single node that
The numerical parameters in Figure 12 of 0.05, 0.1, and 0.5experiences a packet loss could have its backed-off request
were chosen somewhat arbitrarily. The adjustmentsibd5 timer expire before receiving the repair packet, resulting in

and+ 0.1 for C; are intended to be small, as the adjustment an unnecessary duplicate request.

of C is not the primary mechanism for controlling the num- ~ We have not attempted to devise an optimal adaptive al-
ber of duplicates. The adjustments-e®.1 and+ 0.5 for €5, gorithm for reducing some function of both delay and of
are intended to be sufficiently small to minimize oscillations the number of duplicates; such an optimal algorithm could
in the setting of the timer parameters. Sample trajectoriesinvolve rather complex decisions about whether to adjust
of the loss recovery algorithms confirm that the variations mainly C; or C», possibly depending on such factors as that
from the random component of the timer algorithms domi- member’s relative distance to the source of the lost packet. In
nate the behavior of the algorithms, minimizing the effect of a sparse tree, increasing reduces the number of duplicate

13
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Figure 14: The non-adaptive algorithm. Figure 15: The adaptive algorithm.

requests; our adaptive algorithm relies largely on increasesbottom graph shows the loss recovery delay. Each round of
of C, to reduce duplicates. Our adaptive algorithm also de- each simulation is marked with a jittered dot, and a solid line
creaseg’; for members who have sent requests, if duplicate shows the median from the ten simulations. The dotted lines
requests have come from members further from the sourceshow the upper and lower quartiles.
of the requested packet. (In our simulations “further from  For the simulations in Figure 14 with fixed timer parame-
the source” is defined as “at a reported distance greater tharters, one round differs from another only in that each round
1.5times the distance of the current member”.) Our adaptive uses a different set of random numbers for choosing the
algorithm only decrease&s, for members who have sentre- timers.
quests, or when the average number of duplicates is already For the simulations with the adaptive algorithm in Figure
small. 15, after each round of the simulation each session member
Figures 14 and 15 show simulations comparing adaptive uses the adaptive algorithms to adjust the timer parameters,
and non-adaptive algorithms. The simulation set in Figure based on the results from previous rounds. Figure 15 shows
14 uses fixed values for the timer parameters, and the one irthat for this scenario, the adaptive algorithms quickly reduce
Figure 15 uses the adaptive algorithm. From the simulation the average number of repairs, along with a small reduction
set in Figure 6, we chose a network topology, session mem-in delay.
bership, and drop scenario that resulted in a large number of Figures 16 and 17 show the request and repair timer pa-
duplicate requests with the non-adaptive algorithm. The net-rameters for three 200-round executions of the simulations in
work topology is a bounded-degree tree of 1000 nodes with Figure 15. For this scenario, the loss neighborhood consists
degree 4 for interior nodes, and the multicast session consistsf only two members, and the number of duplicate requests
of 50 members. can be at most one. For each execution of the simulation,
Each of the two figures shows ten runs of the simulation, Figure 16 shows the request timer parametarandC; for
with 100 loss recovery rounds in each run. For each round both session members in the loss neighborhood. For each of
of a simulation, the same topology and loss scenario is usedthe three simulations, a line marked “A” show the request
but a new seed is used for the pseudo-random number genparameters for the member closer to the point of failure, and
erator to control the timer choices for the requests and re-a line marked “B” shows the request parameters for the mem-
pairs. In each round a packet from the source is dropped onber further away. For both nodes the parameétgis slowly
the congested link, a second packet from the source is notdecreased to its minimum value, whilg is lower for the
dropped, and the loss recovery algorithms are run until all node closer to the point of failure.
members have received the dropped packet. #hgis of Figure 17 shows the repair timer parameteisand D, for
each graph shows the round number. For each figure, the topgwo of the session members not in the loss neighborhood, the
graph shows the number of requests in that rounds, and theone closest to the point of failure (represented by the three
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Figure 18: Adaptive algorithm on round 40, for a bounded-
degree tree of 1000 nodes with degree 4 and a randomly
picked congested link.

Simulations in [FILMZ95] show that the adaptive algo-
rithm works well in a wide range of conditions. These in-
clude scenarios where only one session member experiences
the packet loss; where the congested link is chosen adjacent
to the source of the packet to be dropped; and for a range of
underlying topologies, including 5000-node trees, trees with
interior nodes of degree 10; and connected graphs that are
lines marked “A"), and the other further away (represented more dense that trees, with 1000 nodes and 1500 edges.

Figure 17: Repair timer parameters for three executions of
the simulation.

by the three lines marked “B”). After the 100th round, for In actual multicast sessions, successive packet losses are
the member further from the point of failure the parameter not necessarily from the same source or on the same network
D, has almost reached its maximum value of 50, dhd link. Simulations in [FILMZ95] show that in this case, the

remains close to 50 for the remaining rounds. The initial adaptive timer algorithms tune themselves to give good aver-
rapid increase of), results in a decrease in the number of age performance for the range of packet drops encountered.
duplicate repairs. At the same timB, remains small for ~ Simulations in [FILMZ95] show that, by choosing different
the member closest to the point of failure. values for AveDelay and AveDups, tradeoffs can be made be-
Figure 18 shows the results of the adaptive algorithm on the tween the relative importance of low delay and a low number
same set of scenarios as that in Figure 6. For each scenariof duplicates.
(i.e., network topology, session membership, source mem- In the simulations in this section, none of the requests or
ber, and congested link) in Figure 18, the adaptive algorithm repairs are themselves dropped. In more realistic scenarios
is run repeatedly for 40 loss recovery rounds, and Figure 18 where not only data messages but requests and repairs can
shows the results from the 40th loss recovery round. Com-be dropped at congested links as well, members have to rely
paring Figures 6 and 18 shows that the adaptive algorithm ison retransmit timer algorithms to retransmit requests and re-
effective in controlling the number of duplicates over a range pairs as needed. Obviously, this will increase not only the
of scenarios. delay, but also the number of duplicate requests and repairs
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in different parts of the network. The use of local recov- time-to-live(TTL) field of the IP header of multicast pack-
ery, described in the following section, would help to reduce ets. However, simulations in [FILMZ95] suggest that even
the unnecessary use of bandwidth in the loss recovery algo-assuming an optimal execution of the local recovery algo-
rithms. rithms, the effectiveness of a simple hop-count-based local
recovery in limiting the unnecessary use of bandwidth can
depend heavily on the topology of the underlying network.
However, for a topology with naturally-defineeighbor-

With the global loss recovery algorithm described above, hoodsand some mechanism for restricting request and repair
even if a packet is dropped on a link to a single member, messages to these neighborhoods, local recovery algorithms
both the request and the repair are multicast to the entirecan be quite effective. Simulations in this section illus-
group. In cases where the neighborhood affected by the losdrate local recovery based docal-recovery neighborhoods
is small, the bandwidth costs of the loss recovery algorithm where there is some mechanism that allows each member in
can be reduced if requests and repairs are multicast to a lim-the local-recovery neighborhood to send requests and repairs
ited area. For example, studies of packet loss patterns in theonly to the members within that neighborhood. Itis appropri-
current Mbone [YKT95] suggest that packet loss in multi- ate foramember to send a request limited to a local-recovery
cast traffic is most likely to occur not in the “backbone” but neighborhood when past experience indicates both the loss
inthe “edges” of the multicast network. Scenarios that could neighborhood, and some member capable on answering re-
benefit from local recovery include sessions with persistent quests, are likely to be contained within the local-recovery
losses to a small neighborhood of members and isolated lateneighborhood. Note that a network using pure hop-count-
arrivals to a multicast session that ask for back history. based local recovery, where each link counts as one hop and
In this section we show that local recovery can be quite has athreshold of one, is not using local-recovery neighbor-
effective in reducing the unnecessary use of bandwidth. Wehoods as defined above. In such a network, nearby members
are not at this stage proposing a specific set of mechanismgend local-recovery messages to slightly different, overlap-
for implementing local recovery; there are still many open Ping sets of nodes, rather than to the same neighborhood.
questions. For example, what algorithms should a mem- For TTL-based local recovery, local-recovery neighbor-
ber use to decide whether to use global or local scope forhoods can be created by assigning high thresholds to links at
a specific request? How are these algorithms affected bythe boundaries of a neighborhood. [FILMZ95] discusses in
application-specific relative priorities between minimizing more detail the mechanisms that would be needed for TTL-
delay and minimizing bandwidth? What are the best mecha-based local recovery neighborhoods. Local-recovery neigh-
nisms to implement the “local-recovery neighborhoods” dis- borhoods could also be defined by administrative scoping
cussed below? mechanisms incorporated in the multicast routing [J94c], by
Local recovery assumes that the member sending the reboundaries between hierarchies in the underlying hierarchi-
quest has some information about the neighborhood of mem-cal multicasting [TD95], or by separately-created multicast
bers sharing recent losses. However, end nodes should nogroups.
know about network topology. We defindass neighbor- To introduce a network with local-recovery neighbor-
hoodas a set of members who are all experiencing the samehoods, we create the mesh-based network shown in Fig-
set of losses. End nodes can learn about “loss neighbor-ure 19, with a central mesh and subtrees attached to each
hoods” from information in session messages, without learn- node in the mesh. We chose this topology because it roughly
ing about the network topology. For each member, we call matches the topology of the Mbone, which can be considered
a loss alocal lossif the number of members experiencing as consisting of naturally-defined neighborhoods separated
the loss is much smaller than the total number of membersby transcontinental links and by backbone links within coun-
in the session. To help identify loss neighborhoods, sessiontries. For a 1000-node network, the mesh contains 19 nodes,
messages could report the names of the last few local lossesall but one of the subtrees contain 53 nodes, and each sub-
In addition, session messages could report the fraction oftree is a bounded-degree tree of degree four. We assume that
received repairs that aredundantthat is, those repairs re- each subtree is a separate local-recovery neighborhood. For
ceived for known data, for which that member never set a a TTL-based local recovery scheme, for example, this could
request timer. A member could use local recovery when be accomplished by assigning high thresholds to the links
past losses have often been limited to members of a singlewithin the mesh, and thresholds of one to the links within the
loss neighborhood, and a request sent locally seems likely tosubtrees.
reach some member capable of answering the request. Ifno Figure 20 shows that local recovery based on local-
repair is received before a backed-off request timer expires,recovery neighborhoods can be quite effective. For the sim-
then the second request can be sent with global scope. ulations in Figure 20, the local recovery options are very
One mechanism described in [FILMZ95] for implement- simple. Each member only has two choices when it sends a
ing local recovery is to set an appropriate “hop count” in the packet: to send the packet to the entire multicast group, or

7.2 Local recovery
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size, and thej-axis shows the fraction of session members
reached by the repair. In the bottom graph, gkeexis shows

the number of session members in tepair neighborhood

that is, the number of session members reached by the repair,
as a multiple of the number of members in the loss neighbor-
hood itself. The results of each simulation are represented by
a jittered dot. The three lines indicate the first, second, and
third quartiles. Figure 20 shows that neighborhood-based
local recovery can be very effective in reducing the unnec-
essary use of bandwidth in the loss recovery events. With
random choices for session members, congested links, and
sources of the dropped packet, with the additional restriction
that the loss neighborhood contain at most 10% of the ses-
sion members, itis often the case for sessions with at least 20
members that both the loss neighborhood and some member
capable of answering a request will be contained within a
single local-recovery area.

8 Application-specific and general as-
pects of reliable multicast

Section 2 discussed some of the underlying assumptions in
the design of reliable multicast for wh. In this section we ex-
plore some of the ways that the reliable multicast framework
described in this paper could be used and modified to meet
the needs of other applications for reliable multicast.

A fundamental concept in our reliable multicast algorithm
is amulticast groupi.e. a set of hosts that (1) can be reached
by a group address without being identified individually first,
and (2) share the same application data and thus can help
each other with loss recovery. This group concept is also
appropriate for applications such as routing protocol updates
and DNS updates, as well as for the group distribution of
stock quotes, Usenet news, or WWW-based mass media.

Let's take the Border Gateway Protocol (BGP) as an exam-

Figure 20: Local recovery in a mesh-based graph with 1000 ple. The Internet is viewed as a set of arbitrarily connected

nodes.

autonomous systems (AS) that are connected through bor-
der gateways that speak BGP to exchange routing informa-
tion. One AS may have multiple BGP speakers, and all BGP

to send the packet only to those members within the samespeakers representing the same AS must give a consistent

local-recovery group (i.e., subtree).

image of the AS to the outside, i.e. they must maintain con-

For each session size, twenty simulations are run, eachsistent routing information. In the current implementation,
with a different session membership and source and con-this consistency is achieved by each BGP router opening a

gested link for the dropped packet. We only consider sce-

TCP connection to each other BGP router to deliver routing

narios where the loss neighborhood contains at most 10% ofupdates reliably. There are several problems with this ap-
the session members. To explore the optimal possible per-proach. First, achieving multicast delivery by multiple one-
formance of neighborhood-based local recovery algorithms to-one connections bears a high cost. Second, for an AS with
in these simulations, when both the loss neighborhood and N BGP routers, one has to manually configure the<{ 1)
some member capable of answering a request are contained CP connections for each of thé routers, and repeat again
with the local-recovery neighborhood, the request is sent us-whenever a change occurs. Both of these problems could be
ing local scope, and otherwise the request is sent using globakolved by applying our reliable multicast algorithm, perhaps

scope.
Inthe top graph of Figure 20, theaxis shows the session
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for the distribution of such delay-insensitive material as the group, and the token site is responsible for acknowledg-
Usenet news. Different applications have different trade- ing (by multicast) the new data with a timestamp, as well as
offs between minimizing delay and minimizing the number retransmitting (through unicast) all missing packets upon re-
of duplicate requests or repairs. For an interactive applica- quests from individual receivers. The order of data reception
tion such as wb, close attention must be paid to minimizing at all the sites is determined by the timestamp in the ACK.
delay. For reliably distributing Usenet news, on the other Each ACK also serves to pass the token to the next member
hand, minimizing bandwidth would be more important than inthe ring. By shifting the token site among all the members,
minimizing delay. Again some minor tuning to our request with a requirement that a site can become the token site only
and repair timer algorithms may make our work readily ap- if it has received all the acknowledged data, it is assured that
plicable to the news distribution. after shifting the token site through all tAemembers in the

As a third example, we could consider applying the basic group, everyone will have received all the data that is at least
approach in this work to data caching and replication for Web N smaller than the current timestamp value.
pages. Like wb, all objects in the Web have a globally unique  Because the token site is responsible for all the acknowl-
identifier. With HTTP, all requests for a specific object are edgments and retransmissions, it becomes the bottleneck
handled by the original source, even though in many cases,point whenever losses occur. The scheme also requires ref-
especially for “hot” objects, a copy may be found within ormation of the ring whenever a membership change occurs.
the neighborhood of a requester. As distributed Web cachesTherefore it does not scale well with the size of the group.
are implemented, our reliable multicast framework could be  RMP (Reliable Multicast Protocol) [WKM95], based on
used to reliably distribute updates to the caches. As anotherthe Chang and Maxemchuk algorithm, provides an atomic,
possibility, when a user makes a request to a remote objecttotally ordered, reliable multicast service that runs on top
the request could be multicast to a cache group. By usingof IP Multicasting. RMP provides added QoS parameters
our timer algorithms, the cache in the cache group closest toin each data transfer and better handling of membership
the requester would be most likely to send a reply. changes. The most recent version of RMP uses a modified

We believe that the approach to reliable multicast de- SRM Request/Repair policy along with a sliding window
scribed in this paper could be useful to a wide range of ap- flow control scheme based on TCP [MWC95].
plications based on multicast groups. Even for applications The reliable multicast protocol for ordered delivery de-
that may require partial or total data ordering, the reliable scribed in [KTHB89] is similar to, but simpler than, the
multicast framework described in this paper could be used to Chang and Maxemchuk protocol. Basically, all data is first
reliably deliver the data to all group members, and a partial unicast to a master site, called a sequencer, which then multi-
or total ordering protocol could be built on top that is specif- casts the data to the group. Therefore the sequencer provides
ically tailored to the ordering needs of that application. As a global ordering of all the data in time; it is also responsi-
[CS93] has shown, for applications with ordering require- ble for retransmitting, by unicast, all the missing data upon
ments, preserving the ordering of messages as they appeatequests. The sequencer site does not move unless it fails, in
in the network is often an expensive and inadequate substi-which case a new sequencer is elected. To avoid keeping alll
tute for preserving the “semantic ordering” of the messagesthe data forever, the sequencer keeps track of the receiving
appropriate for the application. state of all the members to determine the highest sequence

number that has been correctly received by all the members.
MTP (Multicasting Transport Protocol) [AFM92] is again
9 Related work on reliable multicast a centralized scheme for totally ordered multicast delivery.
A master site is responsible for granting membership and to-

The literature is rich with architectures for reliable multicast kens for data transmission; each host must obtain a token
[MTC]. Due to space limitations, we will not describe the from the master first before multicasting data to the group,
details of each solution. Instead, we focus on the different thus the total order of data packets is maintained. A window
goals and definitions of reliability in the various architec- size defines the number of packets that can be multicast into
tures, and the implications of these differences for the scal- the group in a single heartbeat and a retention size defines the
ability, robustness, handling of dynamic group membership, period (in heartbeats) to maintain all client data for retrans-
and overhead of the algorithms. mission. NACKs are unicast to the data source which then

The Chang and Maxemchuk protocol [CM84] is one of the multicasts the retransmission to whole group.
pioneer works in reliable multicast protocols. It is basically = Compared to the above cited works, the Trans and Total
a centralized scheme that provides totally ordered delivery protocols described in [MMA9Q] are closer in spirit to our
of data to all group members. All the members are ordered work. These protocols assume that all the members in a mul-
in a logical ring, with one of them being the master, called ticast group are attached to one broadcast LAN. Each host
the token site. The token site is moved around the ring af- keeps an acknowledgment list which contains identifiers of
ter each data transmission. Sources multicast new data tdoth positive and negative ACKs. Whenever a host sends a
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data packet, it attaches its acknowledgment list to the packet,etc.
as a way to synchronize the state with all other members in  In many topologies, the effectiveness of local recovery
the group. Because the single LAN limits data transmissions could be improved by adding members to the multicast group
from all hosts to one packet at a time, partial and total or- in strategic locations. For example, consider the known sta-
dering of data delivery can be readily derived from data and ble topologies discussed in [HSC95], where losses are ex-
acknowledgment sequences. pected to occur mainly on the tail circuits, rather than in the
Log-based Receiver-reliable Multicast (LBRM) [HSC95] backbone or in the LANs, and the design priority is to keep
was designed to support Distributed Interactive Simulation unnecessary traffic off of the tail circuits. The addition of a
(DIS). The receiver-based reliability is provided by primary session member (i.e., cache) on a node near the local end of
and secondary logging servers. Receivers request retransthe tail circuit, coupled with a local-recovery neighborhood
missions from the secondary logging servers, which requestsdefined to include all members on that end of the tail cir-
retransmissions from the primary logging server. Both the cuit, would allow local recovery to continue for losses on the
source and the secondary logging servers use either deterlocal area without adding any unnecessary traffic to the tail
ministic or probabilistic requests to select between unicast circuit itself. And for losses on the tail circuit itself, defining
and multicast retransmissions. a larger local recovery area that included the local end of the
LBRM uses a variable heartbeat scheme sends heartbeatail circuit and some member (or cache) on the backbone end
messages (e.g., session messages) more frequently immedef the tail circuit would enable local recovery for losses on
ately after a data transmission. In an environment when thethe tail circuit to continue without adding unnecessary traffic
basic transmission rate is low, this variable heartbeat enablego the other tail circuits.
receivers to detect losses sooner, with no penalty in terms of
the total number of heartbeat messages transmitted. While .
the variable heartbeat scheme would not be appropriate for anlo'2 Future work on congestion control

application such as wb, where the original congestion could gp\'s pasic framework for congestion control assumes that
itself result from many senders sending data at the same timé{he members of the multicast session have an estimate of
the variable heartbeat scheme could be quite useful for anye ayailable bandwidtrfor the session, and constrain the
application with a natural limit on the worst-case number of a4 transmitted to be within this estimated bandwidth. This
concurrent senders, and would be easily implementable ingamework raises several somewhat separate issues, such as
SRM. _ . how members determine this available bandwidth; how to
Perhaps the most well-known work on reliable multicastis yetect congestion or avoid potential congestion; and given

the ISIS distributed programming system developed at Cor- gy ajlable bandwidth, which piece of data a member should
nell University [BSS91, ISIS]. ISIS provides causal ordering gand first.

and, if desired, total ordering of messagesiop ofa reliable Multicast congestion control is a relatively new area for re-

multicast delivery protocol. Therefore the ISIS work is 10 gearch. For unicast traffic, there is a single path from source
some extent orthogonal to the work described in this paper, receiver, with an automatic feedback loop provided by re-
and further confirms our notion that a partial or total order- ,rming acknowledgment packets. In contrast, in a multicast
ing, when desired, can always be added on top of a reliabley 55 there could be several sources, and the various com-
ml_JItl_cast dehyery system._The_rellabI_e multicast de_llvery i munication paths from an active source to the members of
existing ISIS implementations is achieved by multiple uni- 4,4 multicast group can have a range of bandwidth, propaga-
cast connections using a windowed acknowledgment proto-,n, delay, and competing congestion. In this case, how does
col similar to TCP [B93]. Horus, the successor 1o ISIS, can gne define and detect congestion? Do the sources respond
optionally run on top of IP multicast. to congestion by slowing down their transmission rate, do
the receivers respond to congestion by unsubscribing from
(possibly layered) multicast groups, or should there be some
10  Future work combination of these two approaches? With multicast traffic,
there are application-specific policy decisions about whether
or not to tune the congestion control procedures to the needs
Section 7.2 has shown that local recovery based on local-of the worst-case receiver; these questions do not arise with
recovery neighborhoods can be quite effective in limiting the unicast transmissions. In this section we assume a scalable
unnecessary use of bandwidth in loss recovery events. Whileapplication such as wb that is not necessarily tuned to the
[FILMZ95] discusses some of the issues in implementing needs of the worst-case receiver.
TTL-based local recovery, there are many open questions It is possible for congestion to be detected collectively by
about which mechanisms should be used to define local-the members in a session, for example through observations
recovery neighborhoods, how individual members should de- of packet losses or of the data reception rate. As in RTP,
termine whether to send requests with local or global scope,session messages can be used to exchange information about

10.1 Future work on local recovery
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observed performance. wide range of network topologies.

If the bandwidth along different paths in the multicast =~ Many applications need or desire support for reliable mul-
group differs substantially, then members behind small pipesticast. Experience with the wh design shows, however, that
that detect severe congestion can unsubscribe from the groupindividual applications may have widely different require-
or perhaps from one of several multicast groups associatednents of multicast reliability. Instead of designing a generic
with that session. An approach under investigation for the reliable multicast protocol to meet the most stringent require-
video tool vic [MV95]is to divide the total data transmission ments, this work has resulted in a simple, robust, and scalable
into several substreams, with each being sent to a separateeliable multicast algorithm that meets a minimal reliability
multicast group. Members that detect congestion would un- definition of delivering all data to all group members, leav-
subscribe from higher-bandwidth groups. If this framework ing more advanced functionalities, whenever needed, to be
is used for reliable multicast, then reliable delivery should be handled by individual applications.
provided separately within each group. The work described in this paper is based on the fundamen-

While considerable research has been done on layeringtal principles of application level framing (ALF), multicast
techniques for video, layering techniques are application- grouping, and the adaptivity and robustness in the TCP/IP ar-
specific, and layering for wb data remains an area for fur- chitecture design. Although our current protocol implemen-
ther research. As a simple example of layering for wb data, tation is specifically tailored to wb, the protocol framework
a low-bandwidth multicast group could be limited to text- is generally applicable to a wide variety of other applications.
based data, and a higher-bandwidth multicast group could be

used for graphics or for side-discussions. Other possibili-
ties would be to encode embedded images using progressive’]-2 Acknowledgments
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